Executive summary

Purpose and methodology of the study

The study analysed company service providers (CSPs) (with a valid' activity licence) and/or
board members of CSPs linked with a foreign person according to data of Business Register
as of 30 April 2023. As the study included both CSPs and their board members with valid
activity licences, they are collectively referred to as CSP+ in the study. In total, the analysis
identified 297 CSPs and 623 CSP board members that had a valid link to a legal entity with a
foreign person link.

It was analysed how many legal entities there were in the Estonian Business Register whose
related persons included both CSP+ and foreign persons; which role the CSP+ persons and
foreigners played in these legal entities; which countries the foreigners linked to these legal
entities were from and what is the economic activity of these legal entities. This study is not a
risk assessment as the data sources used only allow for a limited assessment of the risks of
money laundering and terrorist financing. Nevertheless, the results of this study improve
current knowledge of the vulnerability of this area and support the coverage of this complex
issue in the next national risk assessment.

The analysis differentiated between three groups of foreigners based on their link to Estonia:

e E-residents - this group includes foreigners who had a valid digital ID document as of
1 May 2023. Digital ID allows for the use of Estonian digital services, including the
services of the Business Register, but does not provide a legal basis for staying in
Estoniaz. Therefore, it can be assumed that e-residents are primarily located outside of
Estonia.

e IC (identification code) foreigners - foreigners who had an Estonian personal
identification code as of 24 August 2023 (ie persons with a valid residence permit for
long-term residents, temporary residence permit, temporary right of residence,
including persons with unspecified citizenship) and who are not e-residents. Of the
three groups, IC foreigners have the strongest link to Estonia through their valid
residence permit or right of residence.

¢ BR (Business Register) foreigners — foreigners who have an identifiable link with a
foreign country according to the Business Register data (e.g., foreign personal
identification code, date of birth). They may not have an Estonian personal
identification code, a right of residence or a residence permit. This group of foreigners
may also include legal entities.

The risk posed by the services provided by CSPs has been regarded as significant in the 2020
Estonian National Risk Assessment (NRA):. CSP+ persons provide different services to
foreigners for doing business in Estonia, which may be reflected in the following roles in the
Business Register:
e Contact person (provision of contact person / address service) — regarded as a
medium-risk service in the NRA;
e Founder (including those involved in the sale of shelf companies) - regarded as a high-
risk service in the NRA,;
e Member of the managing body (including those involved in concealing members of the
managing body) — regarded as a high-risk service in the NRA;

' CSPs that had a valid activity licence in Estonia as of 5 June 2023 were included in the analysis.

2 https://www.emta.ee/eraklient/e-residendile-mitteresidendile/e-residendile

3 Professionals: vulnerability of the company service providers’ sector. Estonian National Risk Assessment 2020.
Ministry of Finance, 2021, pp 3-4. [https://www.fin.ee/media/1788/download]
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o Beneficial owner - this risk level was not assessed in the NRA but in this study it is
regarded as a high-risk service.

CSP+ persons also hold other roles (including ownership) in legal entities with a foreign person
link, for example, the role of a shareholder, which can be used to hide ownership.

Main results

1. The relation of CSP+ persons with legal entities which have links to foreign persons is
significant, around 30% of all CSP+ related legal entities are at least one foreign person
among related persons. According to the Business Register, CSP+ persons are associated
with approximately 39,500 Estonian legal entities, accounting for about 11% of all
Estonian legal entities. Approximately 12,000 of the legal entities with a CSP+ association
are related to foreign persons, which constitutes around 13% of all legal entities with a
foreign person link and 3.4% of all Estonian legal persons. CSP+ persons have the most
links, i.e., 73%, with e-residents (approx 8,700 legal persons), 35% with BR foreigners
(approx 4,200 legal persons) and 17% with IC foreigners (approx 2,000 legal persons)-.

2. The majority of the legal entities associated with foreigners are private limited
companies (93%). On a country basis, the links are simple in structure: the majority (90%)
of legal entities are associated with one foreign country.

3. CSP+ persons are strongly oriented towards foreign customers. CSP+ persons are
associated with more than 160 countries through legal entities with a foreign person link.
In total, 63% of CSPs and 67% of CSP board members are associated with at least one
foreign person’s legal entity. Considering that some CSPs are not actives, the proportion
is even higher. In addition, the orientation towards foreign customers is also evident in the
number of first registrations of CSP+ and foreign-linked legal entities. The majority of
CSP+ persons have links to several foreign-linked legal entities. There are no clear
customer clusters of CSPs.

4. CSP+ persons have the most links with legal entities that have Ukrainian and Russian
links. The top ten countries associated with e-residents are largely in line with the country
of origin breakdown of e-residents, with Germany, Ukraine and Russia leading the list. The
IC foreigners group is dominated by persons with Russian or unspecified citizenship who
are likely to have lived in Estonia for a long time. Therefore, the high proportion in this
group does not indicate a higher risk in relation to foreigners, but is rather influenced by
the citizenship policies of Estonia. The proportion of other countries is far more modest.
In the case of countries linked to BR foreigners, the top ten include Estonia’s neighbouring
countries in addition to Ukraine and Russia.

5. The geographical risk of the service provision of CSPs is mitigated by the low proportion
of high-risk money laundering and terrorist financing countries. A total of 14%° of CSP+
persons are associated with a high-risk country, with half of them having connections to
only one high-risk country and most of them with individual persons in the high-risk
country. The legal entities linked to CSP+ persons and countries with a higher terrorist
financing risk are mostly associated with Iran, Egypt and Pakistan.

6. CSP+ persons provide all company services to foreigners, but are most often in the role
of a contact person (60%) and founder (30%) as well as in the role of a board member

4 There is an overlap to a certain extent, ie an e-resident and also BR or IC foreigner(s) may be related to the same
legal person.

5 In summer 2023, FIU carried out a off-site survey among CSPs, which indicated that a significant number of CSPs
holding an activity licence are not active in this area.

6 Turkey was excluded from this analysis.
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(12%), beneficial owner (8%) and shareholder (6%). At the same time, many CSP+ persons
are so-called multi-service providers who, in addition to company service, also provide
accounting, consulting, financial and other such services. This can increase the risk level
of the services provided to foreign persons.

Table 1. Roles of CSP+ and foreign persons in CSP+ legal entities and those with a for-
eign person link.

Legal entities Legal entities  Legal entities with
CSP+ role with e-resident  with BR foreigner IC foreigner link
link (8,700) link (4,200) (2,000)
e of CSP+ person

Contact person 69% 24% 9%
Founder 8% 43% 52%
Board member 3% 12% 33%
Person competent to receive procedural 7% 12% 2%
documents
Beneficiary 2% 7% 26%
Shareholder 2% 5% 18%

Role of foreign perso
Board member 86% 28% 68%
Shareholder 86% 44% 52%
Founder 81% 11% 40%
Beneficiary 79% 72% 64%

The participation of CSP+ persons in high-risk roles (founder, member of the managing
body, beneficial owner) has decreased over time. The share of CSP+ persons in the role
of a contact person has increased substantially over the 2017-2022 period, largely due
to the provision of this service to e-residents.

In legal entities linked to e-residents, CSP+ persons are primarily in the contact person
role (69%). By group, CSPs are predominantly linked to legal entities of e-residents as legal
persons. The use of a contact person service is to be expected pursuant to subsection 2
of § 24 of the Commercial Register Act. Presumably, e-residents do not have an address
in Estonia and CSP+ persons provide them with the contact person service. E-residents
themselves mostly hold the role of a board member or shareholder. The higher visibility
of links with e-residents compared to other groups in the commercial register data is to
be expected as it is easy to set up a business in Estonia using digital ID.

In legal entities linked to BR foreigners, CSP+ persons are mostly in the founder (43%)
role but also in the contact person role (24%). In this group, the number of CSP and CSP
board member links is roughly the same. The dominance of the founder’s role is to be
expected when comparing the groups, as they lack the opportunities available to e-
residents and IC foreigners. BR foreigners themselves are mostly listed as beneficiaries
in legal entities, however, it is a red flag that, compared to all groups, they are the least
likely to be in the role of a shareholder.

In legal entities linked to IC foreigners, CSP+ persons most often hold the role of a
founder (52%), which may be caused by the fact that CSPs have created ready-made legal
entities that are easier for foreigners residing in Estonia to acquire. IC foreigners are less
visible as beneficial owners and shareholders compared to other groups. In this group,
CSP+ persons are most often listed as beneficial owners (26%) compared to other groups
(less than 10%), indicating a potentially high risk. This group also differs from the others
in that there are more CSP board member links than CSP links. In legal entities linked to
IC foreigners, CSP+ persons are the least likely to hold the role of a contact person, which
in turn means that these persons reside in Estonia. This, in turn, reduces vulnerability as
the Estonian state is better placed to prevent, deter and detect illegal activities with regard
to them.



2 MAIN CONCLUSIONS

e The IC foreigners group has the highest risk as they are the least visible of the three
groups as beneficial owners and shareholders.

e CSP+ persons have links to persons in most countries of the world, but the geographical

risk is reduced by the fact that only a small proportion of CSP+ persons (14%) have links
to legal entities of persons in high-risk countries.



