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Introduction

Supporting the responsible growth and use of virtual currency, blockchain technology, and
related technologies is a key priority of the Republic of Estonia. While virtual currency has the
potential to spur innovation, it has also been misused by illicit actors, like cyber criminals and
sanctioned persons. Among the illicit finance risks associated with virtual currency are virtual
currency exchanges (exchanges) operating as nested exchanges, or providing nested services.
The Republic of Estonia’s Financial Intelligence Unit (EFIU) is publishing this typology report to
increase awareness of nested exchanges and how they, and the nested services they provide,
may be exploited for illicit purposes.

Nested exchanges, absent appropriate mitigation measures, may undermine anti-money
laundering and countering the financing of terrorism (AML/CFT) controls within the larger
virtual currency ecosystem. As bad actors increasingly use virtual currency to perpetrate
financial crime and circumvent laws, the use of nested exchanges in the virtual currency
ecosystem are an increasing vulnerability to compliant exchanges as well as to financial
institutions’ and law enforcement’s ability to monitor transactions and to detect illicit activity.’
The EFIU has identified red-flag indicators that may support the identification of a nested
exchange owned, operated, or captured by illicit actors.

The U.S. Department of the Treasury’s Financial Crimes Enforcement Network (FinCEN)
was consulted on this project and contributed to its findings.

What Are Nested Exchanges / Nested Services?

Virtual currency is a medium of exchange that can operate like a currency but does not have
all the attributes of “real” currency; for example, it does not have legal tender status in most
countries.? Virtual currencies may be assigned ownership through the use of a “blockchain,”
which is a type of distributed ledger technology that cryptographically signs transactions that
are grouped into blocks.® When assigning ownership to any particular virtual currency, the
virtual currency is affiliated with an “address,” which is an alphanumeric identifier that
represents a potential destination for a virtual currency transfer.* Oftentimes, owners of virtual
currency use “wallets” to store or transfer their virtual currency. A wallet is an interface that
provides a means for holding, storing, and transferring virtual currency by generating and
storing the owners’ virtual currency public and private keys. There are different wallet types
that vary according to the technology employed, where and how the value is stored, and who
controls access to the value.

A virtual currency exchange is a business that, for a fee, enables one virtual currency to be
exchanged for some quantity of another virtual currency or for fiat currency at an agreed upon
rate. While there are a variety of different business models, often virtual currency exchanges

T EFIU Yearbook 2022 (2023), at p. 45.

2 Virtual currency that either has an equivalent value as currency, or acts as a substitute for currency—referred
to as convertible virtual currency—is therefore a type of “value that substitutes for currency.”

The label applied to any particular type of virtual currency (such as “digital currency,” “cryptocurrency,”
“cryptoasset,” “digital asset,” etc.) is not dispositive of its regulatory treatment. For the purposes of this
analysis, the EFIU utilized terminology broadly recognized by financial institutions, including virtual currency
exchanges, to describe the EFIUs’ analysis, results, and observations. The terminology used herein is for
illustrative purposes only, and is not endorsed [for regulatory purposes] by the EFIU.

3 For more information on blockchain, see EU Blockchain Observatory and Forum “Blockchain for beginners-
basic guiding principles” (2024).

4 FATF, Virtual Currencies Key Definitions and Potential AML/CFT Risks (2014).



https://fiu.ee/sites/default/files/documents/2023-03/EFIU%20Yearbook%202022.pdf
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control many addresses and wallets, and may have access to fiat currency directly or through
another financial institution.

A nested exchange is, typically, a smaller exchange® that offers services to its customers
through accounts and sub-accounts held at larger exchanges (also known as hosts or host
exchanges).® Such nested exchanges may have legitimate uses, such as to benefit from the
liquidity, services, and convenience the larger exchange may provide, and may use any or all
of the underlying software, hardware, on-chain liquidity, off-chain settlement, or traditional
financial or legal structures of the larger exchange. However, operating fully or partially within
the infrastructure of another exchange, rather than as a unique entity, provides illicit actors
with a layer of obfuscation, which may delay or impede efforts to investigate suspicious
activity both by financial institutions and law enforcement.” Failure by host exchanges to adopt
appropriate policies, procedures, and controls to identify nested activity and to apply risk-
based due diligence to nested exchange customers creates a vulnerability. lllicit actors may
exploit these vulnerabilities by using nested exchanges that lack AML/CFT controls, such as
customer identification requirements, and potentially avoiding the detection and reporting of
potentially suspicious activity.

Figure 1 illustrates one example of nested exchange activity. In Figure 1, Nested Exchange A
operates as a payment processor. Nested Exchange A maintains a number of virtual currency
addresses with a large virtual currency exchange, Host Exchange. Host Exchange permits
Nested Exchange A to exchange virtual currency for fiat currency. In the example, Customer 1
purchases a widget from Business 1 for $99. Customer 1 pays for the widget using one XYZ
coin, a virtual currency valued at $100. In order to execute payment, Customer 1 assigns
ownership over the XYZ coin to one of Nested Exchange A’s addresses with Host Exchange.
Nested Exchange A then directs Host Exchange to convert XYZ coin into its value in fiat
currency ($99), and to transfer $99 from Nested Exchange A 's fiat currency account at Host
Exchange to Business 1. Nested Exchange A retains the $1 as profit.
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Figure 1. Example of Nested Exchange Activity

5 For the purposes of current analysis, the EFIU considered several metrics to generally assess the size of a
virtual currency exchange, such as trading volume, assets held, number of customers, and transaction
values, among other factors. For example: Exchange A conducts 100,000 transactions a day and Exchange
B conducts 25,000 transactions a day; the EFIU would assess that Exchange A is a larger exchange relative
to Exchange B.

6 FATF, “Virtual Assets and Virtual Asset Service Providers, Updated Guidance for a Risk-Based Approach,”
(2021), at p. 53. (describing nested services as “providing accounts to smaller VASPs for access to liquidity
and trading pairs”).

7 EFIU Yearbook 2022 (2023), at p. 45.
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Figure 2 illustrates another example of nested exchange activity. Here, Nested Exchange B is
a virtual currency exchange that maintains a number of virtual currency addresses with a large
virtual currency exchange, Host Exchange. Host Exchange holds a number of virtual currencies
as a liquid reserve, including XYZ coin and ZYX coin. Customer 2 engages in a series of virtual
currency transactions: Customer 2 stores ten XYZ coin, trades them for five ZYX coin, and then
withdraws two ZYX coin. To Customer 2, it appears that all these transactions occur on Nested
Exchange B’s application programming interface (e.g., an App on Customer 2's phone).
However, in reality, Nested Exchange B conducts the same transactions with Host Exchange.
So, for example, when Customer 2 stores 10 XYZ coin, Nested Exchange B assigns the
ownership (of the coins) to one of its addresses held by Host Exchange. When Customer 2
exchanges 10 XYZ coin for five ZYX coin, Nested Exchange B makes the same exchange with
Host Exchange. The Host Exchange identifies that the transaction is conducted by Nested
Exchange B, but lacks the know your customer (KYC) information and efficient monitoring
capabilities about Customer 2.
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Figure 2. Example of Nested Exchange Activity

Importantly, although the examples given above describe simple nested service behavior,
nested services can be significantly more complex and include multiple layers of nested
activity including on both sides of a transaction.

The use of nested exchanges draws functional parallels to depository institutions’ use of
correspondent banking services, or correspondent accounts. Correspondent banking is where
one depository institution (the respondent institution®) engages a separate financial institution
(the correspondent or service-providing institution) to complete cross-border transactions or
payment, or provide certain banking services, usually in another country. As with nested
exchanges, correspondent banking services are legitimately used when the respondent
institution does not itself provide comparable banking services—like international wire
transfers, check clearing and payment, or foreign exchange settlement—but the correspondent
institution does. Like nested virtual currency services, correspondent banking services may
lessen the ability of financial institutions and law enforcement to detect the movement of illicit
funds.® As a consequence, the Financial Action Task Force (FATF) has recommended a
number of additional legal requirements for correspondent banking relationships and
explained in 2019 guidance that preventive measures for correspondent banking relationships
could apply to nested relationships.™®

8 A respondent bank is any bank for which another bank establishes, maintains, administers, or manages a
correspondent account relationship. See Bank for International Settlements, Correspondent Banking, 2.1
Concept of correspondent banking (2016)

°® FATF “Guidance on correspondent banking services,” (2016), at p. 9.

(“cross-border correspondent banking relationships are seen to be inherently higher risk than domestic
correspondent customer relationships”).

0 See generally FATF, Recommendations 10 and 13 (2012-2023), “International Standards on Combating
Money Laundering and the Financing of Terrorism & Proliferation”; FATF, “Updated Guidance for a Risk-
based Approach to Virtual Assets and VASPs” (2019).



https://www.bis.org/cpmi/publ/d147.pdf
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http://www.fatf-gafi.org/publications/fatfrecommendations/documents/correspondent-banking-services.html
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https://www.fatf-gafi.org/content/dam/fatf-gafi/guidance/Updated-Guidance-VA-VASP.pdf.coredownload.inline.pdf
https://www.fatf-gafi.org/content/dam/fatf-gafi/guidance/Updated-Guidance-VA-VASP.pdf.coredownload.inline.pdf

Analysis

The EFIU reviewed its financial intelligence holdings on nested exchanges and identified 12
nested exchanges for further analysis. The analysis also included investigation into on- and
off-chain transactions,’” the use of third-party blockchain analysis,’”> and open-source
intelligence (OSINT) tools.”® The EFIU followed over nine million data points in tracing
transactions that moved through the nested exchanges from originator to beneficiary and
compared information about the known owners, corporate structures, and licensing
information of the organizations to information reported to EFIU.

Observations and Typologies

The EFIU observed that, although the identified nested exchanges used different models to
provide nested services and had different customer bases, they shared structural traits that
obscured the true nature and purpose of transactions conducted by their respective
customers. The EFIU assessed that the nested exchanges enabled the further movement of
funds derived from illegal activity. The following is a non-exhaustive list of examples:

e Several exchanges created complex ownership structures or implemented
complicated operating practices to withhold or obscure (i) the jurisdictions in which
they operated, (ii) the legal entities they used to provide services, (iii) whether and in
which jurisdiction they were regulated, and (iv) the type and scope of services they
provided.

e Several exchanges operated through multiple levels of nesting, that is, a smaller nested
exchange would conduct transactions through a larger nested exchange, before the
transaction reached its ultimate beneficiary. The EFIU could not identify a business
purpose for this conduct other than to intentionally obfuscate the source of funds.

e When smaller exchanges utilized the services of a larger exchange, the smaller nested
exchanges at times registered with the larger exchange as a retail client or private
individual account holder, rather than registering as a unique corporate entity. This may
increase the difficulty of the host exchange’s assessment of the ML/TF risks by failing
to disclose the intended nature of the nested exchange or the expected volume and
source of funds to be deposited into the nested service by its clientele and other risks
associated with the nested exchanges operating on their platform.

e Certain larger exchanges appear to utilize nested services in order to conduct their own
business operations through a separate host exchange, rather than conduct the activity
on their own platform. This had the effect of inaccurately identifying transactions on
the blockchain as having originated with the host exchange, and not the nested
exchange.

" On-chain transactions involve the transfer of virtual currency directly between participants, where these
transactions are publicly recorded on the blockchain. These transactions are verified by the network through
a consensus mechanism, ensuring the integrity and security of the blockchain network. Conversely, off-chain
transactions are value transfers facilitated through a third party as a form of guarantee or through other
methods. However, off-chain transactions still result in the final balances being recorded on the blockchain.

2 Third party blockchain analysis is a service that provides blockchain data, as well as data from other
sources, to aid in the identification of anomalies, possible risks, and potential illicit or criminal activity.

13 “Open-source intelligence (OSINT) is the practice of collecting and analysing information gathered from
open sources to produce actionable intelligence. This intelligence can support, for example, national
security, law enforcement and business intelligence. OSINT investigates open (source) data collected for
one purpose and repurposes it to shed light on hidden topics”. See European Union, European data, “What is
OSINT: Open-source intelligence?” (May 2022).



https://data.europa.eu/en/publications/datastories/what-osint-open-source-intelligence
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e Several exchanges, including smaller nested exchanges and larger host exchanges, did
not appear to have proper AML/CFT policies, procedures, and controls in place to
monitor transactions conducted through their businesses, and did not appear to have
adequately performed due diligence on their customers. In certain cases, the AML/CFT
policies were published on their webpage, but OSINT data demonstrated that those
policies were not always followed.

e Some host exchanges provided indirect nested services to unregulated exchanges,
including entities that had lost their licenses for breaches of AML/CFT obligations. The
latter could refer to limited on-going monitoring of the respondent relationships.

Case Studies

The EFIU identified several concerning trends in the data, evidencing that several nested
exchanges were connected to Russian illicit finance. The case studies below illustrate some
of the concerning activity uncovered by the EFIU, including an overall increase in the number
of white-label and nested exchanges operating in jurisdictions where Russia, Russia-
influenced exchanges, and other known malign entities operate. Public reporting and open-
source information also supported an increase in the number of on- and off-ramps the
exchanges operating from Russia introduced in multiple jurisdictions following the further
Russian invasion of Ukraine in 2022 and especially after the migratory wave from Russia after
mobilization.

Case Study #1

Nested Exchange 1 (NX1) was a virtual currency exchange registered in Kazakhstan, with
physical offices in Kazakhstan, Kyrgyzstan, Russia, and Ukraine. NX1 exchanged virtual
currency, but also conducted banking transactions in fiat currency (U.S. dollars, Kazakhstani
Tenge, Russian Rubles, and Kyrgyzstani som). NX1 provided services to its customers
through its website and interacted with customers through a social media account and
through several primarily Russian language forums. Most Kazakhstan banks accepted
NX1’s transactions, as did several banks and payment service providers in other
jurisdictions. Analysis reveals that most of NX1's wallet addresses were part of a cluster™
of wallet addresses associated with a larger virtual currency exchange (EX1). This larger
virtual currency exchange was itself nested in another virtual currency exchange (EX2)."5 A
portion of EX2 was further nested in multiple large, well-known virtual currency exchanges.
As a result of this structure, many transactions conducted by NX1's customers moved
through several layers before reaching their ultimate destination. Consequently, many of
these transactions obscured the true originator and beneficiary, while at the same time
having no apparent lawful business purpose.

4 The term “cluster,” when used in blockchain analytics, refers to linked or grouped activity or behavior. A
cluster could refer to a group of parties transacting together; conducting similar patterns of activity; linked
together by use of an intelligence resource; or connected in some other way.

5 EX2's customer due diligence inaccurately identified NX1 as an individual rather than a virtual currency
exchange, despite information in EX2's possession reflecting that NX1 was in fact a virtual currency
exchange.



Case Study #2

Nested Exchange 2 (NX2) was a virtual currency exchange based in Ukraine. Despite
operating as a virtual currency exchange, NX2 held a private individual's account nested in
a wallet held by provider EX3. NX2 had a minimal online presence, with no OSINT
information indicating that it provided virtual currency exchange services. However, analysis
of on-chain data revealed that the volume and type of trading activity occurring through NX2
was inconsistent with personal use, but consistent with commercial use. For example, NX2
conducted thousands of transactions with a large number of unique counterparties.
Typically, the average value of each trade was low, but total volume of transactions was in
the tens of millions of dollars. NX2 had on-chain exposure to a variety of online gaming sites,
other virtual currency exchanges, and payment processors.

Case Study #3

Nested Exchange 3 (NX3) was a virtual currency company providing over-the-counter
(OTC)'¢ services to its customers. NX3 was based in Russia but purported to be based in
Czechia. NX3 used social media to communicate with its clients, and openly advertised its
lax KYC compliance processes. NX3 nested its activity by using wallet addresses hosted by
larger virtual currency exchanges (including EX2 from the first case study) for trading virtual
currency on behalf of its clients. EFIU analysis reflects that some wallet addresses had
direct on-chain exposure to criminal activity, and that NX3 conducted transactions with
banks in Russia. Further, some wallet addresses operated as “transit accounts,” where
identical amounts of virtual currency entered and immediately left the addresses.

Case Study #4

Nested Exchange 4 (NX4) was a virtual currency exchange based in Lithuania with an online
presence. NX4 provided its customers with the ability to exchange fiat currency for virtual
currency, and vice versa, from banks located in Russia. It also permitted its customers to
purchase virtual currency by credit card, including with large financial institutions with
international operations. NX4 promised its customers fast transaction processing (within
two hours). The analysis identified that NX4 provided nested services to other virtual
currency exchanges known to process suspicious activity, and, further, it had direct on-chain
exposure to darknet markets. Additional information obtained by the EFIU indicated that
NX4's AML/CFT policy was not commensurate to the risk profile of its business operations.
NX4 appeared to publicly mask its true origins in a purposefully opaque manner by omitting
references to its home jurisdiction where it was incorporated or licensed to provide virtual
currency trading services. The EFIU found that after only one and a half years of operation,
NX4 had processed virtual currency valued at over 6.5 million USD.

16 Virtual currency over-the-counter (OTC) trading is the process of buying and selling virtual currency directly
between two parties. OTC services provide liquidity in the virtual asset ecosystem by enabling individual
users of virtual assets to conduct large trades between virtual assets or from virtual assets into fiat currency
while mitigating price slippage.



Nested Services Indicators and Red Flags

During the course of the analysis, the EFIU identified a number of red flags attendant to illicit
nested exchange activity. These red flags point to circumstances that may complicate the
ability of compliant exchanges to conduct due diligence on their financial institution
customers, for victims of fraud to seek redress or exercise their consumer rights, for regulators
to effectively supervise exchanges, and/or for law enforcement to complete investigations.
The EFIU reminds readers of current analysis that, as no single red flag is necessarily indicative
of illicit or suspicious activity, financial institutions should consider all the surrounding facts
and circumstances before determining whether a specific transaction is suspicious.

Legal Entity Ownership Red Flags

Red flags indicative of a nested exchange or service owned, operated, or captured by illicit
actors include:

e Ownership includes, or maintains financial ties to, politically exposed persons (PEPs) or
lllicit actors.

e Attempts to insulate elements of a single business structure for legal or financial liability
purposes.

e Legal or compliance documentation that is vague or directs correspondence to a “legal
representative” or another legal nominee.

e Use of corporate obfuscation, including shell companies, nominee shareholders,
registered agents, or virtual offices as a headquarters address.

e Multiple accounts with an exchange held by one entity with high on- and off-platform
transaction volumes.

Jurisdictional Arbitrage Red Flags

Red flags indicative of efforts to avoid jurisdictional exposure to robust oversight or law
enforcement include:

e Operates in jurisdictions or territories deemed to be higher risk, such as those without
the regulation of virtual asset service providers.

e Business models designed to avoid customers or touchpoints in jurisdictions with robust
financial oversight.

e Non-hosted infrastructure in jurisdictions deemed to be higher risk, or using hosting
services deemed to be higher risk.

e Omitting references to the corporation’s home jurisdiction and registration in Terms of
Service documentation and exchanges web-page, app and social media platforms.

e Frequently changing jurisdiction of registration, possibly in an attempt to avoid
regulation or seeking lax supervision.

Risk-Management Red Flags

Red flags indicative of a nested service neglecting proper risk management protocols or
controls include:

e Failure by the exchange to identify an account as being used for business purposes, or
failing to register with relevant regulators.

e “Cut and paste” compliance policy documentation, which may be indicative of “white
label”” exchanges or exchanges not implementing a compliance program.

7 A white label virtual currency exchange refers to a pre-built, often customizable platform which a business can
purchase to launch a virtual currency exchange. These pre-built exchanges are essentially off-the-shelf platforms,
which new entities may choose to purchase, versus developing their own platform, or exchange, from scratch.



The absence of annotated policy documents outlining the AML/CFT controls of an
exchange.
Advertisements highlighting weak or lack of know-your-customer controls.

On-chain and Service-Specific Red Flags

Red flags indicative of facilitation of illicit transactions by an exchange include:

Offers bulk cash, gift cards, or other bearer assets settlement mechanisms.

Offers settlement via financial institutions deemed to be higher risk, including of
sanctioned jurisdictions, financial institutions, individuals, or in jurisdictions where the
nested exchange purports to have no operations.

Offers or accepts fiat currencies for jurisdictions deemed to be higher risk or
jurisdictions that the nested exchange purports not to service.

Accepts or remits transactions to on-chain entities deemed to be higher risk, such as to
addresses associated with ransomware, darknet markets, sanctioned entities, or
terrorist financing.

Allows or conducts high-speed or high-value, pass-through transfers (i.e., “transit
accounts”).

Transactions with only a single counterparty such that the nested service may be
operating as a funnel operation or money mule service.



